geteduroam — eduroam Authentication
User Guide

-



Table of Contents

What are eduroam and geteduroam? .........ccccceimmininmmmnss s ———— 1
X3 e 1o ) o 1
N o 0 L= Lo o 4
JPRONE QNG IPAU ...ttt ettt ettt ettt st s s e e e e e e e e e e e e e e e aaaaaaeaaerennaens 4
IMAC @NA MACDOOK ...ttt ettt ettt e s e s e e e e e e e e e e aaaaaaaaaereesennnens 7
0 1 PR RRRTRS 15



USER GUIDE

geteduroam — eduroam authentication

This document guides you through the steps of connecting to eduroam by using the
geteduroam application.

What are eduroam and geteduroam?

eduroam is a wifi roaming service for research and education communities that provides a
secure and seamless internet access across locations and devices, whereas geteduroam is an
application (app) for safe and easy eduroam setup on end users’ devices. The geteduroam is
available for multiple operating systems such Android, Apple (i0S and macOS devices), Linux,
and Windows. The credential generated by the geteduroam is valid for 180 days. You will
need to repeat the same procedure before/when it is expired.

Android

1. Download and install the geteduroam app from Google Play or Huawei AppGallery.
Specifically for HONOR phone, you need to download and install the geteduroam app
version 1.0.16 from the APKPure
(https://apkpure.com/geteduroam/app.eduroam.geteduroam/download/1.0.16). You
will need to give Chrome a temporary ability to install this app.

2. Openthe geteduroam app, then search for your organisation name by entering the name
and selecting from the dropdown menu. e.g. Kolej Komuniti Selayang. Then, tap the
“Next” button.

———p ¢ Kolej komuniti selayang X

et]uroam

Kolej Komuniti Selayang e(iu roam
Kolej Komuniti Selandar
Kolej Komuniti Seberang Jaya

Kolej Komuniti Segamat
eduroam configuration edurcam configuration
Kolej Komuniti Segamat 2

Kolej Komuniti Semporma

Q. Kolej Komuniti Selayang

Kolej Komuniti Sabak Bernam
Kolej Komuniti Sandakan
Kolej Komuniti Sentubong
Kolej Komuniti Sarikei

Kolej Komuniti Shah Alam

Kolej Komuniti Sibu

Support: support@sifulan.my 1
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3. Sign in to your account by entering your login credentials (M365 email address and
password).

X @ lginmicrosoftoniine.com <

B Microsoft
Signin
——]p- Fr1iail, phone, or Skype

Can't access your account?

€\ sigr-n options

Termsof use  Privacy & cookles  ++»

< =3

4. Select your preferred consent type and tap the “Accept” button.

Lnan
test_staf@kkselayang.edu.my
Surname

Staf

Do you agree 1o release this
> information o the service
every time you access it?

O Ask me again at next login

® Ask me again if
information to be provided to
this service changes

© Do not ask me again

— =

Reject

Support

Support: support@sifulan.my 2
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5. In the geteduroam app, tap the “Approve” button to authorise the geteduroam app to
use your account to connect to eduroam on your device. Tap the “Allow” button to allow
geteduroam to add a Wi-Fi hotspot network in the network list. Then, tap the “Join”
button to allow the geteduroam to join eduroam Wi-Fi network.

X @ 1mymolyce geteduronm my oy

oduroam

Do you want to use your account to
connect to eduroam on this device?

—
> Wiy it this needed?

6. You will see the following page upon a successful configuration.

ec'uroam

4

Enjoy using eduroam!

Wi-Fi is now configured
on your device

Support: support@sifulan.my 3
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Apple Devices

iPhone and iPad

1. Download and install the geteduroam app from Apple App Store.

geteduroam geteduroam

(%

(%

What's New What's New

Preview Preview

2. Openthe geteduroam app, then search for your organisation name by entering the name
and selecting from the dropdown menu. e.g. Kolej Komuniti Selayang. Then, tap the
“Next” button.

oJuroam

QJuroam

Support: support@sifulan.my 4
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3. Sign in to your account by entering your login credentials (M365 email address and

password).
& login.microsoftoniine.com
B Microsoft
Sign in
ﬂ Emad address, phane numbes or Skype

Can't ecess your sccooat

€} Sign-in options

& login microsoftonline.com

% Microsoft

& test_staf@kiselayang esu.my

Enter password

Password

Forgotten my password

4. Select your preferred consent type and tap the “Accept” button.

I KOLEJ KOMUNITI
SELAYANG

You are about to access the service:
geteduroam Portal Service for
MYPOLYCC of Jabatan Pendidikan
Politeknik dan Kolej Kormuniti

This seevico will validate the attributes
provided about you from your identity
provider ensuring they are provided ina
format that is suitable for consumption
by SIFULAN connected services

Information to be Provided to Service
Display name
Tost Staf
Principal name
tost_staf@kkselayang edu.my
Scoped affiliation
statf@kkselayang.edu.my
member@kkselayang.edu.my
eduPersonTargetediD
2WQAHGNWAASNEFMS JQOTXRVGZ7D
STC3D
Given name

Support: support@sifulan.my

Principal name
test_stat@kkselayang edu.my
Scaped affiliation
staff@kkselayang.edu.my
member@kkselayang.edu.my
eduPersonlargetedIO
2WQAHGNWAASNEFMSJQOTXRVGZ7D
STC3D

Given name

Test

E-mail
test_staf@kkselayang. edu.my
Surname

Staf

Do you agree to release this informatien to
the secvice every time you access it?
) Ask me again at naxt login

© Ask me again It information 1o be
provided to this service changes

) Do not ask me again

Support
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5. In the geteduroam app, tap the “Approve” button to authorise the geteduroam app to
use your account to connect to eduroam on your device. Tap the “Allow” button to allow
geteduroam to add a Wi-Fi hotspot network in the network list. Then, tap the “Join”
button to allow the geteduroam to join eduroam Wi-Fi network.

@ 9. mypolyce.getedurcam.my

eduroam

“getecuroam” Wants to Add a “geteduroam” Wants 1o Join
Wi-Fi Hotspot Network? Wi-Fi Network "eduroam®?

6. You will see the following page upon a successful configuration.

eduroam

J Using eduronm!

Wi-Fi is now configured

Support: support@sifulan.my 6
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iMac and Macbook

1. Visit the eduroam CAT website (https://cat.eduroam.org) and click the “Click here to
download your eduroam installer” button.

l Set pago About Languago Holp Marage Torms of use
uroam

Cenfiguration Assistar Tool

eduroam® installation made easys

Apple OS X

10.7+

Welcome to eduroam CAT
Connect your device to eduroam®

eduroam® provides access 1o thousands of Wi-Fi hotspots around the world, free of charge. Learn more

ﬂ Click here to download your eduroam® installer

wchisonn CAT « Remase GAT-2 ° © 20112000 GEANT Associstion e Rl b L 2 ‘W- Eurngman Cormmannn Commurs caters Netwesks, Contant argt Tectnokogy
241 01 e GEANT Prcjocts Runded by £ut Comunt and Licznons Lo

2. Select or type to search for your organisation name by entering the name and selecting
from the dropdown menu. e.g. Kolej Komuniti Selayang.

~
Organisation x
Select your organisation
Kolej Komuniti Selayang r’ -
22 Malaysia I ?EL?W
) (7 Kolej Komuniti Seiayang o)

» Help, my organisation is not on the list

Locate me more accurately using HTMLS Geo-Location

Show organisations in Malaysia 4 | show all countries

Support: support@sifulan.my 7
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3. Click the “Continue” button to continue. You will be redirected to the geteduroam portal
for your organisation.

H Start page About Language Help Manage Terms of use
eduroam

Configuration Assistant Tool

Kolej Komuniti Selayang

Your Iocal adminigirator has specifiod a rediroct to a local support page.
'Wnen you ciick Continue this sLpport page wil be opened In & new windowtab. KOLEJ KOMUNITI
NG

T — SELAYA

edurcam CAT - Release CAT-2.1 © 20112020 GEANT Assoc
on bahalf of the GEANT Projects funded by EU; and others Fu!

eduroam® Privacy Notice < | Europsan Commission Communications Networks, Contert and Technolog
. wnr ) H

4. Click the “Apps” menu at the left side.

eciuroam

geteduroam

geteduroam's aim is to make eduroam client setup safer and easier,
We provide apps for different platforms, desktop and mobile, that can obtain and instali eduroam certificates.

The apps also support CAT profiles for users whose institutions do not support geteduroam yet. This means that everyone can
use these apps right from the start.

Support: support@sifulan.my 8
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5. Click the “macOS” button.

eJuroam

geteduroam

For most users, the easiest way to use geteduroam is to use one of the official apps.

Android ios Windows
Huawel

For macOS, the current option is to install a .mobileconfig profile.

macOS

» Options for other platforms and professional users

6. Sign in to your account by entering your login credentials (M365 email address and
password).

BT Microsoft

Sign in

€L sign-in options

Teems of use  Privacy & cookies

Support: support@sifulan.my 9



= Microsoft
“ test_staf@kkselayang edu.my
Enter password

FOrgot mry pesswore
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7. Select your preferred consent type and click the “Accept” button.

ﬁ

ﬁ

Il SFEAMNT

You we about 1o a0oess the service:
eteduroam af acuronm Mauysls

Sou frem pour

foe consiumotion by SFULAN oo0%ected servers.

Infermation to be Provided to Service

Doy name Tost Stat

Attiaticn mamber
atatt

Frnsipi name ost_stativhkaglaysng.0du.my

ety

amiber @ b el ang s che.my.
wnx

Choan same Test

Emat Tost_stat@unsalayng.adu my

Sumsme Staf

acceve k7

Ask e agam ot net op )

5 A

Do 0ot 3k me agan

Accept

Support: support@sifulan.my

10



USER GUIDE

geteduroam — eduroam authentication

8. You will be asked to save the generated “.mobileconfig” file. If you miss it, you can click
the “Start download” button to download the generated “.mobileconfig” file.

eliuroam

geteduroam

Your download will begin shortly
Start download

If you have macOS Big Sur or newer, please go to
Profiles in System Preferences to complete installation

9. Double click the downloaded “.mobileconfig” file. A profile installation message will pop-
up on your screen, asking you to review and install the profile.

Profile installation

Qa Review the profile in System Settings if you
=< want to install it.

Support: support@sifulan.my 11
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10. Go to “System Settings” -> “Privacy & Security” -> “Others” -> “Profiles”.

Privacy & Security

Q
iy Analytics & Improvements
= Wi-Fi

%' Bluetooth &l Apple Advertising

@ Network
@ VPN Security

Allow applications downloaded from
App Store
@) sound ® App Store and identified developers

ﬁ Notifications

& Focus
- . Allow accessories to connect Ask for New Accessories £
R Screen Time

B ceneral @ Filevault ‘ . Turn On...
@ Appearance cont i N 22

& Accessibility

.; Control Centre

* Siri & Spotlight

W Privacy & Security

Turn On...
(= Desktop & Dock
Displays
- Wallpaper
- Screen Saver
! Battery
8 Lock Screen
Touch ID & Password S
& Users & Groups ._ Extensions

m Passwords . Profiles

@ Internet Accounts

o Game Center Advanced...

Support: support@sifulan.my 12
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11. Double click the “eduroam” profile and click the “install...” button.

¢ Profiles

Q Downloaded

CLOTGE L
2 Wi-Fi W A 7 settings
% Bluetooth A=
@ Network

@ veN

? Notifications
) sound
© Focus

'Y Screen Time

@ Appearance
@ Accessibility
g Control Centre
* Siri & Spotlight

Are you sure you want to install this profile?
eduroam®
Signed Birunisoft PLT
Received 6 Oct 2023 at 15:57

Settings Certificate

3 am.IT

Certificate
SRG Root X

Certificate

Passpoint Network

Install... lgnore Cancel

Support: support@sifulan.my 13
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Are you sure you want to install
profile “eduroam®"?

This profile contains certificates that will
cause additional websites or services to
be trusted by this Mac.

Install

Show Details

Cancel

Profiles/MDM

Profiles/MDM wants to make changes.

Touch ID or enter your password to
allow this.

Use Password...

USER GUIDE
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14
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12. Once the profile is successfully imported, you should be able to connect to the eduroam
Wi-Fi network.

Linux

1. Open the Terminal app, after that enter the following command: “git clone
https://github.com/sifulan-access-federation/geteduroam-
linux-installer.git”, to download the geteduroam Linux installer.

Irffani@c:

2. After the download is finished, enter the directory of the installer using the following
command: “cd getedurocam-linux-installer”.

ifan@calcifer: ~/geteduroam-linux-installer

Support: support@sifulan.my 15
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3. Run the installer by using the following command: “. /install.sh”. You may be

prompted to enter your sudo password in the process. This step is only required for the
initial installation.

ifan@calcifer: ~/geteduroam-linux-installer

4. Once it’s finished installing, you can run the application from anywhere inside the
Terminal using the command, “getedurocam-cli”. When prompted to enter your

organisation, type and enter the name of your organisation (e.g. “kolej komuniti
selayang”).

- organization (e.g. S

Support: support@sifulan.my 16
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5. If there are many results found from your search for your organisation, you will need to
be more precise with the organisation name you provide so that it is able to find a smaller
number of matches. Once it finds a smaller number of matches, it will present you with
a list of institution(s) each with their own corresponding numbers. When prompted to
enter a choice for the organisation, confirm your selection by entering the number
assigned to your organisation.

Irfan@caicifer: ~ <2>

ti Bukit Mertajam
ti Bukit Beruang

6. The geteduroam app will open the default web browser and ask you to perform
authentication. Enter your organisation credentials (M365 email address and password)
and proceed to login accordingly.

B" Microsoh
Sign In

—

Support: support@sifulan.my 17
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7. Select your preferred consent type and click the “Accept” button.

IKOLEJ KOMUNITI
SELAYANG

s Phkselayang. edu.my
IWGAHGNWANSNEEM S IQOTXRVGETDST
cin

Test

test staterkkselmyang cdumy

st

8. Click the “Approve” button to authorise the geteduroam app to use your account to
connect to eduroam on your device.

OJu roam

Support: support@sifulan.my 18
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9. You should see a page saying that the client has been successfully authorised at the end.
You may close the web browser window.

Authorized

Tho chont has boen suscomstilly 3.thonzod. Yo can chose this trowssr window,

10. Go back to the Terminal, and you should see that a new eduroam connection has been
added to NetworkManager on your system and how long the connection is valid for.

Ifan@caicifer: ~ <2>

r Darul Aman

eknik Dan Kolej Komuniti

: "eduroam (from getedur
n is valid for: 180 days

took 1mlés

Support: support@sifulan.my 19



USER GUIDE

geteduroam — eduroam authentication

11. You can also verify and connect to the new eduroam connection by locating it in your

NetworkManager.

onnactions — System Settngs

Connections

onnection NEme:  SdLroAM (from getaduraam)

Wirsd Etharnet Genaral configuration  Wi-Fi

Workspace Behavios
Management
Authentica s

Identity

Domain

Akernative subject matches
Connect 10 theze servers
rivate key

Private key password

Power Maragemont

h

Support: support@sifulan.my

Wil Socurity 1Py

g Mkad connections Security: WPAWPA2 Enterprise

fyipcmbzi2hxhr i@k kselaynng edu my

nilocal/anare/gete:

rfan] kocaljsharejgetedurcamica-cert.oem @

DNS radws.mypolyce.getedurcam.my

radius mypolyce.geteduroasmmy
re/geteduraemypri
LYYy

ord for all usest (not encrypted)

20
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Windows 10/11

1. Visit the eduroam CAT website (https://cat.eduroam.org) and click the “Click here to
download your eduroam installer” button.

Start page About Language Help Manage Terms of use

OJII roam
Configuration Assistant Tool

eduroam® installation made easy
Apple OS X
10.7+

Custom built for your organisation

Digitally signed by the organisation that coordinates eduroam®: GEANT-Association

Welcome to eduroam CAT

Connect your device to eduroam®

eduroam® provides access to thousands of Wi-Fi hotspots around the world, free of charge. Learn more

—l Click here to download your eduroam® installer

eduroam CAT - Release CAT-2.1 © 2011-2020 GEANT Associaton aducopry® Privacy Nolice
on behall of the GEANT Projects funded by EU; and others Ful Conyright nnd Lisensay

ey European Commission Communications Networks, Content and Technaiogy
senr )

2. Select or type to search for your organisation name by entering the name and selecting
from the dropdown menu. e.g. Kolej Komuniti Selayang.

-
Organisation X
Select your organisation
Kolej Komuniti Selayang U —
32 Malaysia ﬁl?m
— | 'Kole] Komuniti Selayang 9)

» Help, my organisation is not on the list

Locate me more accurately using HTMLS Geo-Location

Show organisations in show all countries

Support: support@sifulan.my 21
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3. Click the “Continue” button to continue. You will be redirected to the geteduroam portal
for your organisation.

Start page About Language Help Manage Terms of use

.
eduroam
Configuration Assistant Tool

Kolej Komuniti Selayang

Your local adminisirator has spocifiod a redirect to a local suppont page.
Whnen you ciick Continue this support page wil be opened In & new windowtab KOLEJ KOMUNITI
SE

 Coninus B o CAYANG
-
YREN

edurcam CAT - Release CAT-2.1 © 2011-2020 GEANT Association edurnan® Privacy Notice =) [ European Comnission Communications Networks, Cantert and Techioog
on bahalf of the GEANT Projects funded by EU; and athers Full Copynight and Licenses GEANT

4. Click the “Apps” menu at the left side.

etiuroam

geteduroam

geteduroam's aim is to make eduroam client setup safer and easier.
We provide apps for different platforms, desktop and mobile, that can obtain and instali eduroam certificates.

The apps also support CAT profiles for users whose institutions do not support geteduroam yet. This means that everyone can
use these apps right from the start.

Support: support@sifulan.my 22
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5. Click the “Windows” button.

eJuroam

geteduroam

For most users, the easiest way to use geteduroam is to use one of the official apps.

Android i0s Windows
Huawel

For macOS, the current option is to install a .mobileconfig profile.

macOS

» Options for other platforms and professional users

USER GUIDE

eduroam authentication

6. Save the “geteduroam” app for Windows in your local storage and open it.

7. Click the “Connect to eduroam” button.

Support: support@sifulan.my

efiuroam

ﬁ

23
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8. Search for your organisation name by entering the name and selecting from the
dropdown menu. e.g. Kolej Komuniti Selayang. Then, click the “Next” button.

r

odluvoam

Select institution

el kolej komuniti selayang

Kolej Komuniti Selayang
Kolej Komuniti Betong

Kolej Komuniti Jasin

Kolej Komuniti Bukit Beruang
Kolej Komuniti Jelebu

Kolej Komuniti Bera

Kolej Komuniti Ampang
Kolej Komuniti Bentong

Kolej Komuniti Hulu Selangor
Kolej Komuniti Jerantut

Kolej Komuniti Chenderoh
Kolej Komuniti Besut

Kolej Komuniti Gerik

Kolej Komuniti Jeli

9. Sign in to your account by entering your login credentials (M365 email address and
password).

B2 Microsoft
Sign in
ﬁ Email, phone, or Skype

Can't access your account?

Q Sign-in options

Torms ofuse  Privacy & cookies  +++

Support: support@sifulan.my 24
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10. Select your preferred consent type and click “Accept”.

eduPersonTargetedID 2WQ4HGNWAASNGFMSJQOTXRVGZ7DST =
(12}

Given name Test

E-mail test staf@kkselayang.edu.my

Surname Staf

d Do you agree to release this information to the service every time you access
it?

£ Ask me again at next login
® Ask me again if information to be provided to this service changes
) Do not ask me again

— Accept

11. In the geteduroam app, click “Approve” to use your account to connect to eduroam on
your device.

o:luroam

Do you want to use your account to connect to eduroam
on this device?

— =

» Why & this needed !

Support: support@sifulan.my 25
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12. Click “Install” to install the eduroam certificate. Then, click “Yes” in the Security Warning

Window.

é.

O&l'om

In order to continue you have to
install the listed certificates

MYPOLYCC edurcam CA sl |nstall

Security Warning

4. You are about to install a certificate from a certification
authority (CA) claiming to represent:

MYPOLYCC eduroam CA

Windows cannot validate that the certificate is actually from
"MYPOLYCC edurcam CA". You should confirm its origin by
contacting “MYPOLYCC eduroam CA". The following number
will assist you in this process:

Thumbprint {sha1): 33EB3AB6 0692DFE6 3913E000 9F939114
8FDBB00O

Warning:

if you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes* you acknowledge this risk,

Do you want to install this certificate?

—l Yes No

13. Click “Next” after all certificates are installed.

e

Support: support@sifulan.my

MYPOLYCC eduroam CA

OLI'OO'II X

All certificates are installed

Installed o

26
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14. You will see the following page upon a successful connection to eduroam.

Support: support@sifulan.my

é...

.Juvoam

Login

You are now connected to eduroam,

Press Close to exit the wizard

27



